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Management, operational efficiency, safe-
ty and protection. TERRA 4D is tailor-

made to meet these requirements and

offers its customers an integrated

geospatial Command & Control solution.

The new challenges of the mining industry have
far-reaching consequences for operators, process-
ing, transportation and distribution. To adapt to
these changes, operators need a knowledge-based
approach to achieve greater operational efficiency,
improve environmental performance, and address
security vulnerabilities. The TERRA 4D PSIM Phys-
ical Security Management platform helps mining
companies:

® Integrate operations and security systems into a
single management platform

e Improve incident response times and minimize risk

e Enable a common operations table allowing
instant situational awareness, incident manage-
ment and real time resolution

e Correlate and geo-reference data from multiple
operations, security and other systems to resolve
a situation

* Intuitive workflows eliminate operator errors,

reduce operator stress during an incident, and
ensure compliance with company guidelines

TERRA 4D mining solutions offer advanced features
that support security operators to efficiently assess
and resolve incidents. Features such as multi-cam-
era object tracking, time machine, workflow,
incident notification, location and dispatch are
some of the many features that help operators react
immediately and efficiently in security incidents.
Thanks to the intuitive and field-approved GIS 3D
model, it provides superior situation knowledge in
every circumstance.

The TERRA 4D platform brings together operating,
security and subsystem systems seamlessly. The
integration and unification of all subsystems allows
the collection and analysis of all information as a
central entity enabling comprehensive and effective
protection.

TERRA 4D facilitates the detection of operational
and security incidents, the location and presenta-
tion of information in geographical context, thus
providing superior situation awareness.
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See to Believe

Sensors including cameras and video surveillance
avatars, representing known and unknown people
and objects, detected by any available method, are
displayed in real-time geospatial context, in a 3D GIS
model.

Fly through time and space

Pause real-time viewing, rewind and replay history
showing synchronized video, camera orientation,
object positions and their historical traces in the 3D
model. Find out where any object actually came from!

System intelligence

TERRA 4D correlates information from access control,
fire detection, intrusion detection, CCTV systems,
radar, automation systems, building management, op-
erations and others in real time. Continuous, real time
analysis of all data using standard rules generates an
alarm if any abnormal situation occurs.

Selective intelligence communication

TERRA 4D ensures that everyone in the operational
chain is adequately informed and knows the appropri-
ate action to take. Intelligence can be accessed and
shared, subject to relevant authorization levels and
information privileges.

A picture is worth a thousand words

Continuous positioning of machines and trucks is
controlled based on GPS and geofences. If a course
deviation or a manual “silent alarm” is detected, a
satellite and/or camera search is initiated, and the live
coordinates and images are transmitted to the Control
Center.

Multiple sensors

By combining multiple sensors into an intuitive
business snapshot, operators can identify and track
objects and events, whilst maintaining a global view
of the entire site, rather than watching video screens
from each of the cameras. Operators have selective
access to live video from a multitude of CCTV camer-
as, giving operators a “point of view" from the scene
of the incident.

TERRA 4D screen shots




An example of a mine system architecture
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Distributed architecture

Mining facilities are usually distributed in remote,
large areas and are divided into different sec-

tors, exploitation, processing, transportation and
distribution. In the TERRA 4D PSIM all processing
plant types and facilities are inseparably linked to
each other. The integration and unification of all
subsystems in the TERRA 4D platform enables the
collection and analysis of all information as a central
entity that facilitates a quick and accurate response
to any incident, while maintaining total protection.

Exploitation

Exploitation activities are moving more and more

to remote and hostile places, thus justifying the
need for comprehensive protection and security
measures. TERRA 4D offers this solution with a
common control interface for intrusion alarm, access
control, fire and gas detection, building manage-
ment, production and automation control, security
and protection systems. Access to sensitive areas
must be closely monitored and controlled to ensure
safety, while allowing company staff free movement
in daily operations. By simplifying the analysis of
situation data and corresponding responses, TERRA
4D PSIM delivers significant benefits to the organi-
zation, increasing overall operational efficiency.

Transport and distribution

The TERRA 4D transport module allows the tracking
of trucks and vessels based on systems installed on
satellite platforms. The system is sabotage resistant
as no tracking device is installed. Geo-fence, travel
observation, silent alarm and designated tracking
are incorporated into our system. Any abnormalities,
such as inactive AlS, delayed truck, predefined route
bypass, or silent alarm result in automatic vehicle
tracking. Nearby satellites will capture images of the
vessel/truck whenever possible and send them to
the ground station. A drone/UAV (Unmanned Aerial
Vehicle) surveillance solution is available.

Processing

Advanced Physical Security Information Manage-
ment Software, TERRA 4D PSIM, addresses all
specific challenges in a comprehensive way, dramat-
ically improving safety and production operations
through the unification of all systems in a single
functioning three-dimensional image. TERRA 4D
PSIM facilitates situation planning, response and
analysis of production, protection and emergency
safety incidents where the risk of human error can
lead to financial loss, damage and loss of confidence.

Use case

TERRA 4D helps detect any operational or security
incidents and prevents it from becoming a major
threat:

o TERRA 4D translates incident information into
real-world coordinates (GPS) and shows the
location in the 3D GIS

e The operator is assisted by Guided Workflows and
incident location

* In case of an alarm the nearest available
intervention staff receives the alarm message
by terrestrial radio, mobile phone or any other
available communication method. Simultaneously
the operator can shut down machines, close
valves, close doors or cut water etc. as the first
immediate response.

 Based on multiple sensor analysis, the nearest
available cameras are directed to the location of
the incident. The operator can initiate observa-
tion with a UAV where the aircraft is sent to the
incident location on a predefined flight path to
transmit the live video to the control room.
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